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1. Open Okta and click Applications

rch people, apps

SR Applications
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Self Service

Get started with Okta

Applicati

=== Applications

=5 Add Application £% Assign Applications More

3. Click Create New App

Q Search people, apps C.Davison - politemall

Sign out

cersmane P i Dir Applications d : My Apps @
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AP Management 6 Featured Integrations See all
Apps 6059
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4. For Platform, choose Web. Click the radio button for SAML 2.0. Then click Create.

i Create a New Application Integration x

Platform Web v

1 Sign on method () Secure Web Authentication (SWA)
Uses credentlals to sign In. This Integration works with most apps.
(@ SAML20

Uses the SAML protocol to log users Into the app. This Is a better option

than SWA, If the app supports It
'_
| (7) OpenID Connect
| %
Uses the OpenlD Connect protocol to log users Into an app you've bullt
1

5. You will then be taken to the application wizard. Enter in a name for the App and upload an
icon (optional). Check the app visibility options. Click Next.

=3 Edit SAML Integration

° General Settings. E’j Configure SAML @ Feedback

o General Settings

App name PoliteMall SAML

App logo (optional) @ @

| Browse.. |

Upload Logo

App visibility Do not display application Icon 10 users

Do not display application Icon in the Okta Mobile app

Sl “
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6. Enter in the following values:

For Single sign on URL, enter https://[YourPoliteMailHostname]/ssv3/Saml2/Acs. Then check the
option for “Use this for Recipient URL and Destination URL"

For Audience URI (SP Entity ID) enter https://[YourPoliteMailHostname]
Set Name ID format: EmailAddress

Application username: Email

Update application username on: Create and update

Then click Show Advanced Settings.

=3 Create SAML Integration

General Settings o Configure SAML Feedback

0 SAML Settings

What does this form do?

Single sign on URL @ https:TYourPoliteMallHostnamel/ssv3/Sami2/Acs
Use this for Reciplent URL and Destination URL

|:| Allow this app to request other SSO URLs
Audience URI (SP Entity ID) @ https://[YourPoliteMallHostname]

Default RelayState @

f no value Is set, a blank RelayState Is sent -
Name ID format @ EmallAddress v & Download Okta Certificate
Application username o Email 4
Update application username on Create and update A

Show Advanced Settings
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7. Fill out the signing options

Hide Advanced Settings

Response @ ‘ Signed v |
Assertion Signature ‘ Signed v |
Signature Algorithm € ‘ RSA-SHAZ56 v |
Digest Algorithm @ ‘ SHA256 = |
Assertion Encryption & ‘ Unencrypted v ‘
Enable Single Logout & D Allow application to Initlate Single Logout
Assertion Inline Hook ‘ MNone {disabled) v |
Authentication context class § ‘ Password A |
Honor Force Authentication & ‘ Yes v |
SAML Issuer ID @ | http:fwww.okta.com/${org.externalkey}

8. Download the Okta Certificate and place it on the PoliteMail Server

Okta Certificate

Import the Okta certificate to your |dentlty
Provider if required.

| &, Download Okta Certificate
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9. For the entity mappings, fill out the following fields:

Attribute Statements

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress -> user.email

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname -> user.firstName

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname -> user.lastName

Group Attribute Statements

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role -> Starts with PoliteMail

Create 3 Directory Groups for PoliteMail -> Name them PoliteMailAdministrators,
PoliteMailManager, PoliteMailUser. These names will be mapped on the PoliteMail Server.

ATTRIBUTE STATEMENTS (OPTIONAL) LEARN MORE

Name Mame format (optional) Value
http:.f'schemas.xmisoap.or | URI Reference v useremall v
http.Yschemas.xmiscap.or | URI Reference k4 userfirstMame 4 X
httpuYschemas.xmisoap.or | URI Reference ki userlastMame v X
Add Another

GROUP ATTRIBUTE STATEMENTS {(OPTIONAL)

MName MName format (optiona Filter
http:/f'schemas.xmisoap.or | URI Reference v Starts with »* | PoliteMall

Add Another
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http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
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10. Fill out the following fields as they apply to your organization. Click Finish when completed.

o General Settings e Configure SAML

e Help Okta Support understand how you configured this application

Are you a customer or partner? © I'm an Okta customer adding an internal app

O I'm a software vendor. I'd like to Integrate my app with Ckta

n The optional questions below assist Okta Support In understanding your app Integration.
App type @ D This Is an Internal app that we have created

Contact app vendor It's reguired to centact the vendor to enable SAML

Which app pages did you consult to configure SAML?

none

Did you find SAML docs for this app?

none

Any tips or additional comments?

none

Previous Finish
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° Feedback

Why are you asking me this?

This form provides Okta Support with useful
background information about your app.
Thank you for your help—we appreciate It.
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11. After you click finish, you are navigated to the Settings page. Click View Setup Instructions.

+ Back 1o Applications
<! PoliteMail SAML2

: Active - View Logs
General Sign On Provisioning Import Assignments
Settings Edit

SIGN ON METHODS

n-on method determines how a user signs into and ma s thelr credentials for an application. Some sign-

10ds require additional configuration In the 3rd party a

Application usemame Is determined by the user profile mapping. Configure profile mapping

Application Username

se a format to us

SAML 2.0

Default Relay State

SAML 2.0 Is not configured until you complete the setup Instructions.

View Setup Instructions

Identity Provider metadata 15 avallable If this application supports dynamic configuration.

12. You will then be navigated to the Okta configuration page. Provide all 3 items back to
PoliteMail Support for successful implementation:

1.) IDP SSO URL
https://politemail.okta.com/app/politemail politemailsaml 1/exka05h7fGmKL1hQ14x

6/sso/saml

2.) IDP Issuer (Entity ID)
http://www.okta.com/exka05h7fGmKL1hQ14x6

3.) X.509 Certificate — If you did not download it before, download it now
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https://politemail.okta.com/app/politemail_politemailsaml_1/exka05h7fGmKL1hQl4x6/sso/saml
https://politemail.okta.com/app/politemail_politemailsaml_1/exka05h7fGmKL1hQl4x6/sso/saml
http://www.okta.com/exka05h7fGmKL1hQl4x6
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How to Configure SAML 2.0 for PoliteMail SAMLZ2 Application
The following is needed to configure PoliteMail SAML2

o Identity Provider Single Sign-On URL:

https://politemail .ckta.com/app/pelitemail_politemailsaml_1/exka@ShTfGmKL1hQ14x6/ss0/saml

o Identity Provider lssuer:

http://www. okta.com/exka@ShTGmKL1hQ14x6

© X509 Certificate:

MIIDpDCCAoygAwIBAgIGAXESBDCRMARGCSqES [b3DQEBCWUAMIGEMOswCQYDVQRGEW VUZETHMBEG
A1UECAWKQ2F saWZvemSpY TEWMBOGATUEBWwNUZFUIEZyYWS jaXN jbzENMASGA1 UECQWET2t@YTEU
MBIGA1UECWWLU1NPUHvdm] kZX IXEzARBgNVBAMMCNBYbG 1 @ZW1 haWwxHDAaBgkahk i Gow@BCQEW
DW1uZm3Ab2tAY 55 jb2@wHhoNM jAwMz 1 MTOWNTMAWhcNMzAWMZ T 1MTOWN jM4W j CBk JELMAKGAIUE
BhMCVVMxEZARBgNVBAgQMCkNNbG Imb3JuaWExF jAUBgNVBACMDVNAD i BGemFuY212Y28xDTAL Bghy
EAOMBEQTdGEXF DASEgNVEASMC1NTT1 By b3aZpZoVyMRMWEQY DVQQDDAPWh2xpdGVE YW1 sMRWwCgYJ
KoZ IhveNAQKBF g1pbmZvGOrdGEUY 29t MI BT jANBgkahk i GGweBAQEF AAOCAQBAMI IBCOKCAQEA
uuB@DVUSEDALPOS+EJEOcJUg jMsDCzApCRoBL /seMoTz688g j jUgP jRthNgIDF cEpQ4PaTxPOPec
ucESisDCY jQyQBS+xAChT /XL Ty 2kg+yM+P4QpCtor GSZWwb FZNQ3GA0BHBZNpDHeoRTQDNEMZE
5E0JQcAgqQvv4XFo2q51hLhib9cls /p+YaHgx13b/530hpTZESAqgGlol /TFNKCBY JA4Jwhr Ot WiuV
sTCv,/GWEkbFBCSj/dug2b,/SWRFtwfit T fgh/Mw3LG+DyvK1 /HzJdrbVFk iCBMWEBcgYx2y TQNykq
/LIyS1£vI6 je02KcRRYZWSZ9 fNNPvmiSJx3MEQIDAQABMABGCSqGS [b3DQEBCWUAAL T BAQCeWeom
1sImPulro5168.JRD/2zer 1qwirroATgr 30moiaNcBsWd08hEDLP1 3yurdunIxN8SAReZdofp/Ggi
1sPH1 T4aJpqiZD8qiKNex@PEnx1eCPEmk jy 5 j IAS+ jSGJnALNRKHC jxTTP2gcVTFACQy TzvbBAL
FIXIUeGvoZHogQG0i VWL Ry pkaysOWnSzCxMgugvyk 00GZ fACA jREByquiWDDw /VdOT3TIT11 fTi
2IuM1Werhl1+ByoSPOsSCHMIU jBAATAYCIE4YACZEICWXABE] i SUQURNZOYky3nZyMwMaFUKJgE /ul
casJdI@icPsxhIlsuPzB24BmPmcBSp281

Download certificate
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